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Modulo Intros Risk Manager

FEBRUARY 16, 2007 |NEW YORK -- Modulo Security, the Brazil the Latin American
market leader in Risk Management, introduces to the United States market the Risk
Manager, a powerful system that has been used in more than 4,000 projects and
provides structured risk assessment for technological assets (such as software and
equipment) and non-technological assets (such as people, process and

environme nts).

Here are the features:

e Designed and built to automate and assist the entire IT risk assessment
process and support multiple comp liance audits at one time.

e Reduces the time and skill needed to collect data for tech. platforms and
applications by up to 75%

e Can generate a com plete set of written reports in minutes.

e Tested and used in over 4,000 audits, at hundreds of companies, by over 40
consulting firms.

e First company in the world to receive the newest 1SO 27001 certification.

e Reduces the time to train and educate new consultants and security staff.

Brazil excelsin the area of information security, and is a world leader in IT risk
management solutions. As an example of Brazil's expertise in this area, we would
mention two major country-wide systems. First, the country has the world’s most
modern electronic voting system. Over 100 million votes are cast nationally and are
then comp letely tabulate d in less than 10 hours. Second, the country’s inco me tax
internet filing system manages 90% of all tax returns online, over 15 million annual
filings.

Modulo Security managed both of these projects using Risk Manager, its software for

Compliance, Risk and Knowledge Management, a certified methodology that
conforms to the ISO 27001 standard.

Modulo Security
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DATA ENCRYPTION.

Steve Stasiukonis,
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ENTERPRISE VULNERABLITIES

NEWS ANALYSIS
= Cisco's Web
L Vulnerability: PHP-Nuke PH P -Nuke

2/21/2007 Emporium Mod ule
Published: 2007-02-21
® VMs Create Severity: HIGH
Potential Risks Description: SQL
2/212007 injection vulnerabilityin

modules.php in the Emporium
2.3.0 and earlier module

for PHP -Nuke allows remote
attackers to execute

arbirary S QL commands via
the category_id par ameter.

WHITE PAPERS

® Information Security
in the Public Sector -

by Nokia 8/13/2006

# The Essential
Reguirements:
Network Security
Appliance -by Nokia

Vulnerability: Drupal Secure Site
module

Published: 2007-02-21

Severity: MEDIUM

8/13/2006 Description: Unspecified
vulnerabilityin the Secure
RESEARCH site 4.7.x-1.x-dev and 5.x-

1.x-dev module for Drupal
allows rem ote attackers to
bypass access restrictions
via a crafted URL.

Vulnerability: php MyFAQ
phpMyFA Q

Published: 2007-02-21
Severity: MEDIUM

= Mobile Malware:
The Enterprise at Risk

WEBINAR ARCHIVE

# Info-Protection
Strategies: Securing
Privacy Data
Achieving Compliance

& Maintaining Description: Unspecified
Com petitive vulnerabilityin php MyFAQ
Advantage* before 1.6.9, when
12/12/2006 register_globals is

enabled, allows remote
attackers to "gain the
privilege for uploading
files on the server."

® PCI Data Security

Become Another
Headline 9/14/2006

COLUMNS
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Vulnerability: Vivvo Article Manager
CMS

Published: 2007-02-21

Severity: MEDIUM
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Mistaken for a

Spammer 1/30/2007

# The Six Dirtiest

12/27/2006
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Security Within - Configuration based Security
Configuration based security is a pro-active way to defend againstattacks. Click for whitepapers.

Want to know your CIS security score?
IT security benchmarks which will help make your computer more secure. Click to try and whitepapers.

Industry L eading - Security Patch Management

Automated Security Patch Managementprotects from Internet Worms and security issues. Y our team will be
patching in 30 minutes. Free Trial Version has no time-out. Most costeffective security soluton available,
Powered by Shavlik HFNetChk Pro.

Need to control Web use in the workplace?
Control employee Web use and protect your network with an Internetfilter or monitor. Free Trial.

Spam and Virus Filter for Exchange 2000 and 2003
SPAMfighter Exchange module (SEM), is the easy-o -use anti-spam/virus solution for Microsoft Exchange Server
2000 and 2003. SEM now protects more than 500 companies world wide. Try SEM 30 days for free.

BUY ALINK NOW
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Description: Directory -
rraversal vulnerabilityin

include/db_conn phpin
SpoonLabs Vivwo Article
Management CMS 3.4 allows
remote attackersto include
and execute arbitrary local
files via the root

parameter.

Vulnerability: Niels Provos libevent
Published: 2007-02-21
Severity: LOW

Description: Niels Provos
libevent12 and 1.2a
allows rem ote attackers to
cause a denial of service
(infinite loop) via a DNS
response containing a label
pointer that references its
own offset

InformationWeek
Vendor Perspectives
TechWebCast

Y

ORACLE FUSION MIDDLEWARE

BRIEFING CENTERS

POWERFUL INFORMATION
AT YOUR FINGERTIPS
(SPONSORED LINKS)

FREE
eBook

#* New Product
Deve lopment: Choosing
the Right Allian ce

& Make sure your IT
services supportyour
organization's goals

# SMB solutions for
protecting the data center

.
TAG CLOUD

Anti-spam | Antivirus |

Application
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Companies
3Com (7 )Auanl.au.(S) CA(10), CheckPoint (18), Cisca. (71), Enterasys (5), EzSecure (6), Ea. (4), HE. (9), IBM. (45), lntel(5), 1SS (20), Juniper (25), Lucent (1), McAfee (80), Microsoft (631), Nokia (14), Nartel (5),
Oracle (15), Qualys (2), RSA (24), Secure Computing (11), Sun (3), Symantec (124), Trend Micro(10), VeriSian (23)

Application and Perimeter Security

80211 (13), Anomaly deteciion (20), Antizspam (62), Application quality assiurance (13), Application scanning. (39), Auditing (11), Bufieroverflows, (48), CERT (5), Cansultants (17), Cross=site scripting (59), QVE
(4), Database encryption (26), Digital vaulis. (6), DOS (56), EARLEAP (1), Email gateways (18), Encryption (34), Hltering. (31), Erewalls (126), HRST (1), HLPAA (36), Hostzbased IDS (17), Host/server
configuration (8), Host/serverencryption (4), RS (69), DS (5), IM.(17), PS(103), ISO 17799 (4), Key management (27), Leastprivilege user (20), License management (17), Malware (403), NAC(108), Network
DS (16), NIST (8), OWASP (7), OWASP (4), Patch man age ment (112) PCI(28), Penetraion testing (37), Phishing (251), PKI (21), Rootkits (41), SAML (2), Secure shell(2), Software metering (2), Source e -code
auditing (1 9), SOX. (43) SSL(92) Systemsintegrators (1), VPNs (137), Vunerabil ity assessment (117), Web App Se curity ‘Consortium (4) Web App Security Consortium (9), Web application firewall (28), Web
senucmeu.m(sg) WL ANS (93), Worms (135), \WRA. (4), X.M.L(13)

Desktop S ecurity
Anti-spam (62), Antivirus (144), Application Security (424), Attacks / E xploits/ Threats (568), Authentication (250), Browsers ecurity (244), Digital certificates (23), Digital signatures (16), Disk en crxgllo n (24)
DRM (24), Encryption (203), Eileffalder encryption (23), identity managemen?(78), IM.(17), Malware (403), Messaging Secirity (225), PGP (2), Bhishing. (251), Raokifs (41), SMIME (1),

M.aua.gam.en:(zﬂ) I ((13}%)swmea;mg(115) Spam (180), Spyware (109), Iakens (32), Irojans. (119), User privacy (391), Viwses (167), VQIP security (45), Vulnerabilities. (8 74),
N rms

Discovery and man age ment

(20), Application scanning(39), Black Hat (21), CORIT (6), Consultants (17), Contentfiltering (53), QVE (4), End-user monitoring (69), Hltering (31), E.SMA (7), HIPAA (36), Hostintrusion
prevention (64), Host-hased DS (17), DS (69), DS(5), IPS.(103), ISACA (2), ISQ 17790 (4), Logaggregation (13), NetwarklDS (16), QWASP (7), QAASP (4), BCL(28), Penetration testing(31), Benetraiion
testing (37), SAML (2), SIM/SEM (52), Source-code auditing (19), SOX (43), Vulnerability assessment (117), Vulnerability management (201), Web App Se curity Consortium (4)

Host_security

802 11x (13), Application quality assurance (13), Authenfication (250), Backup security (29), Biometrics (70), Bufferoverflows (48), Digital cerfificates (23), Disk encryption (24), Encryption(203), End-user
moniforing (69), HIPAA (36), Host anti-spam (30), Host anti-spyware (42), Host antivinis. (34), Hnsr.msmnmmm( 4), Host Protection (95), Hostzhased IDS (17), Host/serverconfiguration (8), Host/server
encryption (4), Host/serverpatching (7), IDS (5), EEE (4), ISO 17799 (4), Least-privilege user (20), License management (17), NAC (108), P2P_management (5), Patch management (112), PGP (9), Port control
(3), Secure shell(2), Single sign-on (30), . Smart cards (21), , Sofware n metering (2), SOX (43), Systemsintegrators (1), ICG (11), . Tokens (32), User privacy (391), Vulnerability Management (217) WPA (4)

. ]
Agencyapplication (2), Application quality assurance (13), Application scanning (39), COBIT (6), Consultants (17), ESMA (7), HIPAA (36), ISO 17799 (4), Managed services (126), PCI (28), Penefation testing
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(31), BKI(21), Ralicymanagement (108), SIM/SEM (52), Saurce-code auditing (19), SOX (43), Systemsintegratars (1)

Storage S ecurity.
AES (9), Backup security (29), COBIT (6), Database encryption (26), DES (4), Digital vaults (6), Disk encryption(24), Encrygt|on(34) File/folder encryption(23), HPS-140 -2(2), HSMA (7), Hashing algorithms
(10), HIPAA (36), Host/serverencryption (4), identity management (29), ISQ 17799 (4), Key management (27), Law enforcement (176), Legislaiion (84), Qffsite backip (13), EC.I.(ZS) BKl(21), SQX (43), Stored

datalosses(77), Systemsintegrators (1), Iriple DES (4), User privacy (391)

Wireless S ecurity
802.11x (13), AES(9), Audltl ng (11), COBIT (6), Credential service provider (2), DES (4), Digital certificates (23), Digital signatures (16), DOS (56), EAPLEAP (1), HSMA (7), Hashing algorithms (10), HIPAA

(36), (4), IEF_F_(4) IETE (4),18Q.17799 (4), K.P.)Lm.ana.a&mﬂnt(ﬂ) NAC (108), NetworklDS (16), RCL(28), Eenﬂa.ﬂ.mm.g@l) EK.I.(Zl) Partcontrol (3), Tokens (32), ILI.Dle.D.ES( )
VPNs (137), Vulnerability assessment (117), WLANSs (93), WPA (4)

http: //lwww.darkreading.com/document.asp?doc id=117646& WT .svl=wire 1 22/2/2007



