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Modulo Intros Risk Manager 
FEB RUA RY 16, 2007  | NEW YORK -- Modulo Security, the Brazil the La tin American 
market lea der in Risk Managemen t, introduces to the Unite d St ates market the Risk 
Manager, a po werful system that has been used in more th an 4,000 projects and 
provides structured risk assessment for technological assets (such as software and 
equipmen t) and non -technological asset s (such as people, process and 
environme nts).  

Here are the features:  

� Designed and built to automate an d assist the e ntire IT r isk assessment 
process and support multiple comp liance audits at one time.  

� Reduces the time and skill needed to collect data for tech. platforms and  
applications by up to 75%  

� Can generate a com plete set of w ritten reports in minutes.  

� Tested and used in  over 4,000 audits, at hundreds of companies, b y over 40 
consulting firms.  

� First comp any in the world to receive the ne west ISO 27001 certifica tion.  

� Reduces the time to train  and educate new consultants and security staff. 

Brazil excels in the area of information secu rity, and is a world leader in IT risk 
management solutions. As an  example of Brazil’s expertise in t his area, we would 
mention two major country-wide syste ms. First, the count ry has the  world’s most 
modern electronic voting system. Over 100 million vot es are cast nationally and are 
then comp letely tabulate d in less than 10 hours. Seco nd, the country’s inco me tax 
internet filing system manages 90% of all tax returns o nline, over 15 million annual 
filings. 

Modulo Security managed both of  these projects using R isk Manager, its software for 
Compliance, Risk and Know ledge  Management, a certified methodology that 
conforms to the ISO 270 01 standa rd.  

Modulo Security  
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ENTERPRISE VULNERABILITIES

Vulnerab il ity: PHP-Nuke PHP -Nuke 
Emporium Module  
Publ ished: 2007-02-21 
Severi ty: HIGH  
Description: SQL  
injection v ulnerab ili ty in  
modules.php in  the Emporium  
2.3.0 and earl ier module  
for PHP -Nuke a llows remote  
attackers to execute  
arbi trary S QL commands via  
the category_id par ameter.  
Vulnerab il ity: Drupal Secure Site 
module 
Publ ished: 2007-02-21 
Severi ty: MEDIUM 
Description: Unspecified  
vulnerab ili ty in the Secure  
site 4.7.x -1.x-dev and 5.x- 
1.x-dev module for Drupal  
allows rem ote attackers to  
bypass access restrictions  
via a crafted URL.  
Vulnerab il ity: phpMyFA Q 
phpMyFA Q 
Publ ished: 2007-02-21 
Severi ty: MEDIUM 
Description: Unspecified  
vulnerab ili ty in phpMyFAQ  
before 1 .6 .9, when  
register_g lobals is  
enabled, a llows rem ote  
attackers to "ga in the  
privi lege for uploading  
fi les on the server."  

Vulnerab il ity: Vivvo Article Manager 
CMS  
Publ ished: 2007-02-21 
Severi ty: MEDIUM 
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Seven W ays to  Be 

Mistaken for a  
Spam m er   1 /30/2007

The Six Di rtiest 
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Security Within -  Configuration based Security  
Configuration based securi ty  is a  pro-ac tive way to defend agains t a ttac ks . C l ic k for  whi tepapers .

Want  to know  your CIS security score? 
IT s ec urity  benchmark s which wil l he lp  make your com puter m or e sec ur e. C lick  to  try and whi tepapers .

Industry L eading - Security Patch  Management  
Autom ated Securi ty P atc h M anagem ent protects from  In ternet Worm s and s ec urity iss ues. Y our team wil l be 
patch ing in  30 m inutes . Free Tr ia l V er sion has  no tim e-out. Most cos t e ffec tiv e s ec ur ity s olu tion ava i lab le , 
Power ed by Shavl ik  HFNetChk Pr o.

Need to control Web use in th e workplace?  
Contro l employ ee Web use and pr otect your network  wi th an In ternet fi lte r or monitor. Free Tria l .

Spam  and Virus Filter for Exchang e 2000 and 2003  
SPA M fighter E xchange m odule (S EM ), is the easy -to -us e anti -spam /vi rus so lu tion for Microsoft Ex change Server 
2000 and 2003. S EM  now protects  more than 500 com panies world wide. Try S EM  30 days for free.

BUY A LINK NOW

Description: Directory  
traversal  v ulnerab ili ty in  
include/db_conn.php in  
SpoonLabs Vivvo A rticle  
Managem ent CMS 3.4 al lows  
remote attackers to include  
and execute arbitrary local   
fi les via  the root  
parameter.  
Vulnerab il ity: Nie ls Provos l ibevent 
Publ ished: 2007-02-21 
Severi ty: LOW 
Description: Nie ls Provos  
libevent 1 .2  and 1.2a  
allows rem ote attackers to  
cause a denial  o f service  
(infin ite loop) via  a  DNS  
response contain ing a label  
pointer that references its  
own offset.  

 

POWERFUL INFORMATION 
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New Prod uct 
Deve lopment: Choosing 
the Right Allian ce  

Make sure your IT 
services suppor t y our 
organiz ation 's  goals  

SM B so lutions for 
protecting the data center  
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Companies
3Com (7), Aventai l  (5), CA (10), Check Point (18), Cisco  (71), Enterasys  (5), F-Secure (6), F5  (4), HP  (9), IBM  (45), In te l (5), ISS (20), Juniper  (25), Lucent (1), McAfee (80), Microsoft  (631), Nokia  (14), Nortel  (5), 
Oracle  (15), Qualys (2), RSA (24), Secure Computing  (11), Sun (3), Symantec  (124), Trend Mic ro (10), VeriSign (23)  
 
Appl ication and Perimeter Security
802.11x (13), Anomaly detection (20), Anti -spam (62), Appl ication quali ty assurance (13), Appl ication scanning (39), Audi ting (11), Buffer overflows  (48), CERT (5), Consultants (17), Cross- site scripting (59), CVE
(4), Database encryption (26), Dig ital vau lts  (6), DOS (56), EAP/LEAP (1), Email  gateways  (18), Encryption (34), Fi ltering (31), Fi rewalls  (126), FIRST (1), HIPAA (36), Host-based IDS  (17), Host/server 
configuration (8), Host/server encryption (4), IDS (69), IDS (5), IM  (17), IPS (103), ISO 17799 (4), Key management  (27), Least-privi lege user  (20), License management (17), Malware (403), NAC (108), Network 
IDS (16), NIST (8), OWASP  (7), OWASP  (4), Patch management  (112), PCI (28), Penetra tion testing (37), Phish ing (251), PKI (21), Rootki ts  (41), SAML (2), Secure shel l (2), Software metering (2), Source -code 
auditing (19), SOX  (43), SSL (92), Systems integrators  (1), VPNs  (137), Vulnerab il ity assessment (117), Web App Security Consortium  (4), Web App Security Consortium  (9), Web application firewall  (28), Web 
services s ecuri ty  (89), WLANs (93), Worms (135), WPA  (4), XML (13)  
 
Desktop S ecuri ty
Anti-spam  (62), Antivirus (144), Appl ication Security (424), Attacks / E xplo its / Threats  (568), Authentication (250), Browser s ecuri ty  (244), Dig ital cer ti ficates  (23), Dig ital signatures (16), Disk encryption (24), 
DRM  (24), Encryption (203), Fi le/folder encryption (23), Identity management (78), IM  (17), Malware (403), Messaging Securi ty  (225), PGP  (2), Phish ing (251), Rootki ts  (41), S/MIME  (1), Securi ty Administra tion / 
Managem ent (581), Socia l engineering (115), Spam  (180), Spyware (109), Tokens  (32), Tro jans  (119), User privacy  (391), Viruses (167), VOIP security  (45), Vulnerab il ities  (874), Vulnerab il ity Management 
(217), Worms  (135)  
 
Discovery and management
Anomaly detection (20), Appl ication scanning (39), Black Hat (21), COBIT  (6), Consultants (17), Content fil tering (53), CVE  (4), End-user monitoring (69), Fi ltering (31), FISMA  (7), HIPAA (36), Host intrus ion 
prevention (64), Host- based IDS (17), IDS (69), IDS (5), IPS  (103), ISACA  (2), ISO 17799 (4), Log aggregation (13), Network IDS (16), OWASP  (7), OWASP  (4), PCI (28), Penetra tion testing (31), Penetra tion 
testing (37), SAML (2), SIM/SEM (52), Source-code audi ting (19), SOX  (43), Vulnerab il ity assessment (117), Vulnerab il ity management  (201), Web App Security Consortium (4)  
 
Host security
802.11x (13), Appl ication quali ty assurance (13), Authentication (250), Backup securi ty (29), Biometrics  (70), Buffer overflows  (48), Dig ital cer ti ficates  (23), Disk encryption (24), Encryption (203), End-user 
moni toring (69), HIPAA (36), Host anti -spam  (30), Host anti -spyware (42), Host antiv irus  (34), Host intrus ion prevention (64), Host Protection (95), Host -based IDS (17), Host/server configuration (8), Host/server 
encryption (4), Host/server patching (7), IDS  (5), IEEE  (4), ISO 17799 (4), Least-privi lege user (20), License management (17), NAC (108), P2P management (5), Patch management  (112), PGP  (9), Port control  
(3), Secure shel l (2), Sing le sign-on (30), Smart cards  (21), Software metering  (2), SOX  (43), Systems integrators  (1), TCG (11), Tokens  (32), User privacy (391), Vulnerab il ity Management (217), WPA  (4)  
 
Securi ty services
Agency application (2), Appl ication quali ty assurance (13), Appl ication scanning (39), COBIT  (6), Consultants  (17), FISMA  (7), HIPAA  (36), ISO 17799 (4), Managed services (126), PCI (28), Penetra tion testing 
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(31), PKI (21), Policy management (108), SIM/SEM  (52), Source-code audi ting (19), SOX  (43), Systems integrators (1)  
 
Storage S ecuri ty
AES (9), Backup securi ty  (29), COBIT  (6), Database encryption (26), DES (4), Dig ital vau lts (6), Disk encryption (24), Encryption (34), Fi le/folder encryption (23), FIPS-140 -2 (2), FISMA  (7), Hashing a lgorithms  
(10), HIPAA (36), Host/server encryption (4), Identity management (29), ISO 17799 (4), Key management  (27), Law enforcement (176), Legisla tion (84), Offsite bac kup (13), PCI (28), PKI (21), SOX  (43), Stored 
data losses (77), Systems integrators  (1), Triple  DES (4), User privacy  (391)  
 
Wireless S ecuri ty
802.11x (13), AES (9), Audi ting (11), COBIT (6), Credentia l service provider (2), DES  (4), Dig ital cer ti ficates  (23), Dig ital signatures  (16), DOS  (56), EAP/LEAP  (1), FISMA  (7), Hashing a lgorithms  (10), HIPAA 
(36), Host/server encryption (4), IEEE  (4), IETF (4), ISO 17799 (4), Key management (27), NAC (108), Network IDS (16), PCI (28), Penetra tion testing (31), PKI (21), Port control  (3), Tokens  (32), Triple  DES (4), 
VPNs (137), Vulnerab il ity assessment (117), WLANs  (93), WPA  (4)  
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